B tvert Viewer

e Adon  Vew e

-« U@ FEOR 2@

L Evert Viewsar (Local
Acghcwcn
Secuty
System
| Csco AnyCornact VPN Chert
Mooseft Office Dagrostics
Maroseft Office Sessons

Apple ation

2,600 everels)

Date

Time

Source

Catego

T
.B Irformation

B irtcematon
Dirtcemation
&) Iréormaton
\‘) Irformation
(‘) Irformation
.‘) Irformation
“) Irformation
Erer
Eror
&) irformation
\‘) Irformetion
QE"(-'
S\ waming
Qﬁ'ra
o&m
Irformation
\l) Irformation
B Irformation
.‘) Irformation
\l) Irformation
Awanvq
Warring
Error
Erver
.‘) Irformation
B waming
«‘) Irfcrmaton
J) Irformation
.‘) Irformation
B irfermaten
B it crmation
B trtcrmaton
Ser
v Irformation
.‘) Irformation
B irtcrmaton
D rtcemation
Ervor
Evor
D irtormaton
) Erver

2400112012
24012012
24012012
24/01/2012
24f01/2012
2¢f01/2012
24/01/2012
240142012
24012012
24012012
24f012012
2¢f012012
24012012
24012012
2¢/01/2012
2¢/01/2012
24j01/2012
24/01/2012
240142012
24/01/2012
24012012
24f01/2012
24/01/2012
24012012
240172012
24012012
23012012
23012002
23/0112002
23/0142012
23012012
23012012
23/01/20

230112002
2200112012
230112012
23/01/20!

230142012
230142012
230112002
23/01/2012

(LR TH
14:55;

1357117
13:55:02

08:40:23
08:40:16
08:40:11
08:40:11
08:40:10
06:40:10
08:40:03
17:24:40
16:57:14
16:55,00
1587110
15 0
1457114

13 S
12:85:00
1047144
0%:19:04
09:08145
09:00:45
05:08:00
09:02:21

qupdate
gupdate
gupdate
gupdate

Sceh

Outieck
Oustiook
Outlock
Usereny
Usereny
gupdate
gupdate
Sophos Message Router
Sophos Message Router
AutoErroliment
Usereny
Windows Search Service
SecurkyCerter
ESENT

ESENT
TOSHIBA Blustooth Se..
EvrrAgmt
EvreAgre
Autolrecliment
Usareny
gupdate
Usereny
gupdate
gupdate
gupdate
gupdate
oupdate
gupdate
Usereny
Qupdate
gupdate

Scel

Outiock
Userony
Usereny
Outiock
AutoErecliment

None
None
None
None
None
None
None
Nore
None
None
None
None
Runtime ,
Runtime ...
None
None
Searchs...
None
Ganeral
General
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
Nore
None
None
None
None

SYSTEM
NA
NA
A
NA
SYSTEM
SYSTEM
NA
NJA

LGN 200241
LN-GIN-20041
LK-GN-20241
LK-Gre- 20241
LK-GN-20241
UK-GN-20241
LK-Glv-20241
LK-GIv-20241
LK-GN-20241
LK-GN-20241
LK-GI-200241
LK-GI-20241
LK-Gly-20241
LK-GIN-20241
LK-GN-20241
LK-GN-20241
LK-GI-20241
LK-GN-20241
LK-Gly-20241
LACGI-200241
LK-GN-20241
LK-GN-20241
LK-GN-20241
LK-GIN-200241
LK-Gl-20241
LKGI-20241
LK-GIN-20241
LK-GN-20241
G204
G- 20241
GN-20241
Giv-2024)

A 20241
GiN-20241
Gl-20241
G204
G- 20041
GN-20241
GN-2024 )
GN-20241
GIN-20241
G- 20241




£
Shortcut to
Internet

i

Shortcut t%
E-mail

%

MSN Installer

Run @@

Type the name of a program, folder, document, or .'
Internet resource, and Windows will open it for you.

Open: ;exhlo}ewwwlioomeﬁléé.cdm

E] Cancel l Browse... |

Ret y?ﬁf ﬁh

1 .start" f -} Hotmad, Messenget, ... EN Qr/ 13:46



2
(7
Shortcut to
Internet

i

Shorteut to
E-mail

38

MSN Installer

AWCSetup_..

'c stal’t

3| advanced WindowsCare V2 Personal = BS

Advanced
WindowsCare 2

Personal

Restore Center Tools Options

Operation System: 4¥ Microsoft Windows XP

Processor Info: @ AMD Athlon(tm) 64 X2 Dual Core Proces...

Video Device; e

Physical Memory: & 511MB ~ Details

16 problems found.
Show details...

32390 items unprotected.

\/ Spywaro Removal

Vv Securlty Defense

UpgradeNow!

" @ (Trial version) PCOB, .

Preve rom be
) Reglstry Fix

Fix invalid or incorrect reqi:
»/ 5ystem Optlmlzatlon
Optimize and repair sy:

v Startup Manage
Control and optiny r

v Privacy Sweep

| 1= wr activity h tor

v Junk Files Clean

Clean up junk files and recover dis

@ Need More Windows Care Services?

Status

EX Advanced WindowsC...

Show details...

40 problems found.
Show details...

84 problems found.
Show details...

1 item found.
Show details...

9 problems found.
Show details...
36MB files found.
Show details...

Recycle Bin

N &) 1355



A Welcome To Our Site - Microsoft Internet Explorer
File Edit View Favorites Tools Help

7 ?, ﬂ E] g J ! Search _"A.J’Favontes @’ 2~ & oA :“

Address 4{] http:/fwww, pcoptimizers.co.ukfaskpay_form.php?amt=898cur=GBP&plan_name=Platinum+Plan&cmd=_xclick&no_note=18&k ¥ Go

Virtual Payment Terminal

* Transaction Type
PC Support and Optimization

* Description &'",mr am Plan

* Currency Qusp ®ae O aw O cab

~ 8000

* Card Number

* CARD TYPE

* Card Holder Name  type 2 printed on the card

D Internet

14 start [ @ (Trial version) PCOpti... ' EX advanced WindowsC... 73 Welcome To Our Site ... e R )Eg 13:59




X

skin  Settings  Support pli o o <

Smart Defrag
™ Volume | Status " Fres{Total Size | File System Automatic Defrag | Boot Time Defrag
ﬁ Local Disk (C:) Defragmenting ... 8.04/9,99 GB NTFS Na

¥ Add fci& or f(lb‘jél
~ State (C:) »» Automatic Defrag @ Boot Time Defrag ol Report

ddsddsdddsddssddiddssdsssdsdsdsdsdddssssdddsdudadgs
e e

“..JJJJ)AJJJJAJJAJJ.JJJJ duladd

S

11 Pause ® Stop
Defragmenting Fragments: 49 Remaining time: 00:11:42
CHAMNDOWS Helptarticle chm
A Hide latest news

* Smart Defrag 2 EN



L
Shortcut to
Internet

L2

Shortcut to
E-mail

56

MSN Installer

Smart Defrag 2

[

Software

™
McAfee

Security Sc.,

start

W McAfee Security Scan Plus

An intel Company

! \ Your PC is atrisk.

Virus and Spyware Protection

Firewall Protection
McAfee Web Protection

Threats Detection

At Risk Your PC is At Risk

| @) (Trial version) PCOpti... @ Mcafee Security Scan...

© ot found

& On

© not found

€2 None

Home | Settings | Help

yrotection

About McMee

Recycle Bin

EN &) 15:47



The state of Malware from the Eye
of the Tiger

Martijn Grooten, Virus Bulletin
Nullcon, Goa, March 2019
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Source: F-Secure h



About me

@martijn_grooten

Virus Bulletin

I am not a reverse engineer

I have never done security ‘in the real
world’

I have never been to Black Hat or
Defcon

I am a mathematician, but never
finished my PhD

I believe in facing the imposter

syndrome head-on




Phone support

S c a m S Don’t ignore economy when focusing

on cybercrime

Social engineering is effective

Lessons learned




Necurs SPAM BY COUNTRY OF ORIGIN o @ & 4 x

@ India (6553688) @ Vieinam (3222602) @ Mexico (1472634)
@ Iran, Isiamic Republic of (1201941) @ Pakistan (1011594)
Indonesia (847950) @ Brazil (780289) Colombia (645877)
© Turkey (579444) @ Philippines (306224) Other values (7125941)

Source: Trustwave



Necurs has not actively spread for years



From Adolfo Lodge <SRG >  Reply || % ReplyAll | ~ || = Forward || More~
This crypto coin could go up fifty thousand percent this year 13/01/18 19:33

If you don't already own a few coins of something, then surely at the very least, you must have heard about
cryptocurrencies.

Bitcoin, the most famous one, minted countless multimillionaires but did you know that altcoins (bitcoin alternatives)
are responsible for even more riches?

Among the "big"™ ones, NEM went up almost 10,000 percent and Ethereum, more than 4,000 percent
Among the small and unknown ones several gained more than 50,000 percent.

To put this in perspective, a small 1,000-dollar coin purchase in one of these small ones could have turned into more
than 50 million bucks.

It seems crazy, doesn't it? well, it's the reality of the cryptocurrency market today.

Raiblocks, a relatively obscure coin at the time, went from 0.20 on December first to $20 by New Year's Eve. It 1s now
in the top 20 largest coins in the world.

All that to say, the next big winner could be found anywhere, and today I believe I've identified the next one.




Spamming

‘Dumb’ things to do  [eee
with a botnet Cryptocurrency mining

Proxy network




Necurs getting smart

. Bots that are under or able to reach bank-related domains.[2] The modules execute

commands such as “net view" and “net user” to check for the following strings:
« BANQ
* BANK
* BANC
o SWIFT

BITCOIN
WESTERNUNION
MONEYGRAM
CARD

Source: Trend Micro



Necurs

Lessons learned

Dumb botnets focus on quantity

rather than quantity

Typical infections are poorly secured

devices (old/unlicenced Windows,
IoT, etc)

Even dumb botnets have smart parts




Emotet

“We have detected 5,000 spam emails everyday carrying

Trojans targeting businesses and individuals in the last
one month. From Trojan to Complex Threat Distributor,
more than 1.5 lakh incidents related to the Emotet Trojan
have been reported in the last one month,” Sanjay Katkar,
Joint Managing Director and Chief Technology Officer,
Quick Heal Technologies, said.

Source: The Hindu Business Line



2014: just another banking trojan

New Banking Malware Uses Network Sniffing for Data Theft

Posted on: June 27, 2014 at 8:47 am Posted in: Malware, Spam
Author: Joie Salvio (Threat Response Engineer)

With online banking becoming routine for most users, it comes as no surprise that we are seeing
more banking malware enter the threat landscape. In fact, 2013 saw almost a million new banking
malware variants—double the volume of the previous year. The rise of banking malware continued
into this year, with new malware and even new techniques.

Just weeks after we came across banking malware that abuses a Window security feature, we have
also spotted yet another banking malware. What makes this malware, detected as EMOTET, highly
notable is that it “sniffs” network activity to steal information.

Source: Trend Micro



2018: a very clever downloader

Emotet C2

Pushes TrickBot Payload

Source: Kryptos Logic

Emotet Infected System(s)

Victim Network is Ransomed

l TrickBot Infection Process

Trickbot C2

¢
@

Actors monitor for high profile
infected organizations

Actor deploys Ryuk on selected target




© Reply | 9 ReplyAll |v|| » Forward | More v
From Maggie Reece <michelle.anderson@epc-event.com>vy

Subject Aw: #47071 Invoice Notice 25/01/2019, 22:59
To i b ¢
Thank you for your help. Please see the attached.

FILE-47071.doc

Maggie Reece
mreece@aisu.org

Sent: Friday, January 18, 2019 15:59
From: "" [mailto: 3 suat]

To: "Maggie Reece"
Importance: High
Subject: Aw: Maggie Reece COMET SIGNS PAYMENT NOTIFICATION

» [ 1attachment: FILE-47071.doc 261 kB B save |v



E. = s Invoice _4290334001.doc [Compat

: File Home Insert Design Layout References Mailings Review
Invoice

_4290334001.

5 I SECURITY WARNING Macros have been disabled. Enable Content
o]

ﬂ Office This document is protected

1. If the file opens in Protected View, click Enable Editing, and then click Enable Content.
2. You are attempting to open a file that was created in an earlier version of Microsoft Office.
3. Check the file permissions for the document or drive.

Page1of 1 Owords [4

Source: SANS Internet Storm Center




A brief history of

macro malware

1990s: macro viruses very prevalent

2000s: Microsoft disables default
execution of macros

2010s: malware authors “kindly ask”
victims to enable macros



Emotet

Lessons learned

Downloaders are what malware
attacks pivot around

‘Mass-market malware’ is increasingly
prioritizing quantity over quality

Social engineering works

Techniques are barely distinguishable

from those used by APT groups




Patchwork

PREVIOUSLY EXAMINED INFORMATION

Let’s examine the attribution information we have discussed thus far in this report.

Many of the primary targets of this campaign are regional neighbors of India, and other targets
seem to be targeted (by their interests, occupation, and by the content of the spear phishing) to
issues affecting India. Circumstantially, this targeting correlates with intelligence requirements
necessary for a pro-Indian entity.

However, we felt this was not enough to draw direct conclusions. What we believe makes this
correlation much stronger and hints that this is a pro-Indian or Indian entity, is the addition of

time of day activity analysis as detailed below.

Source: Cymmetria




Advanced-enough Persistent Threats



Filename The_Four_Traps_for_China.doc
File Size 4428595 bytes
MD5 7659¢c41a30976d523bb0fbb8cde45094

SHA1 3f1f3e838a307aff52fbcb5bba5e4c8fe68c30e5

Notes Malicious RTF document that exploits CVE-2017-8570 and drops QuasarRAT file grat.exe.

Source: Volexity



Security Update Guide > Details

CVE-2017-8570 | Microsoft Office Remote Code Execution Vulnerability
Security Vulnerability

Published: 07/11/2017
MITRE CVE-2017-8570

A remote code execution vulnerability exists in Microsoft Office software when it fails to properly handle objects in memory. An atta
vulnerability could use a specially crafted file to perform actions in the security context of the current user. For example, the file cou
logged-on user with the same permissions as the current user.

Source: Microsoft



O Why GitHub? Enterprise Explore Marketplace Pricing

[l quasar / QuasarRAT

<> Code Issues 107 Pull requests 8 Insights

Ej Join GitHub tod

GitHub is home to over 31 million developers
review code, manage projects, and builg

Source: open



BITTER APT group

Between November 2018 and January 2019, an engineering and hydraulics company in Pakistan,

almasoodgroupl[.Jcom was observed hosting two AtraDownloader executables as well as a malicious

document used to deliver a payload. One of the files, Port Details.doc is an RTF document crafted to
exploit the EQNEDT vulnerability CVE-2017-11882. This file downloaded a payload that also
communicated with the domain hewle.kielsoservice[.]Jnet. The other two files hosted on the

engineering company’s domain communicated with command and control domain xiovo426[.]net.

Source: Palo Alto Networks



Emotet et al vs Patchwork et al

Email S
(not very targeted) > Downloader
Email

(very targeted) — Downloader

Y

Final payload
(depends on
target)

Final payload
(determined in
advance)




Emotet et al vs Patchwork et al

Email Final payload
(not very targeted) > Ej:gi?)lds on
Email Final payload
(VI::lraltar eted) ' » (determined in
e advance)




Downloaders

n the machin




Jessica Payne e '
i |  Follow )
@jepayneMSFT :

Replying to @GossiTheDog

If you want a playbook for how to defend your
network against infection and lateral

movement by a sophisticated attacker, detect
and defend against Emotet. The mitigation
and investigation techniques line up across
multiple adversary sets and have remarkable
Return on Investment.

8:39 PM - 2 Jan 2019




Patchwork

Lessons learned

APTs aren’t that different from the
more advanced commodity malware

Exploit gullible humans and

unpatched systems

It’s all about the downloader




Pegasus

Operator Dates operator was Suspected country Political 5 :
X Suspected infections
name active focus themes?

CHANG Jan 2018 - present Thailand

Bangladesh, Brazil, Hong Kong,
GANGES Jun 2017 - present . .
India, Pakistan

MERLION Dec 2016 - present Singapore

TULPAR Feb 2017 - present Kazakhstan Kazakhstan

Kazakhstan, Kyrgyzstan, Tajikistan,

Turkey,
SYRDARYA  Sep 2016 - present Uzbekistan

Uzbekistan

Source: The Citizen Lab



[ero-days

The Trident Exploit Chain:

o CVE-2016-4657: Visiting a maliciously crafted website may lead to arbitrary code execution

o CVE-2016-4655: An application may be able to disclose kernel memory

 CVE-2016-4656: An application may be able to execute arbitrary code with kernel privileges

Source: The Citizen Lab



Zero-days are used in some targeted
attacks

Zero-days are often poor ROI

Pegasus

Defending against zero-days is often*

Lessons learned poor ROI

* but not always




Stalkerware

Spyware is getting cheaper, Indian digital
beware says EFF

Source: The Economic Times (and Nullcon 2018)



FLEXISPY ¢ 24/7 +12138103122
PRODUCTS FEATURES COMPATIBILITY REVIEWS SEARCH MORE

\ \—— &
Many Spouses Cheat.
They All Use Cell Phones.

Source: Motherboard



Abusive relationships

They’re abusive.
And they’re relationships.



Just because something is outside our

Stalkerware

standard threat model, doesn’t mean
it can’t cause serious damage.
Lessons learned




The malwareability chart

vuln. exploitation

social engineering



The malwareability chart

vuln. exploitation

social engineering



The malwareability chart

device

vuln. exploitation

social engineering



The malwareability chart

device

vuln. exploitation

social engineering



The malwareability chart

vuln. exploitation

social engineering



The malwareability chart

vuln. exploitation

social engineering



The malwareability chart

vuln. exploitation

social engineering



The malwareability chart

Android .
. Win10 .
Linux

vuln. exploitation

social engineering



The malwareability chart

Android » 10S°®
. Win10 .
Linux

vuln. exploitation

social engineering



The world’s best antivirus






W @mikko

LS e 2

IPhone is 10 years old today. After 10 years,
not a single serious malware case. It's not
just luck; we need to congratulate Apple on

this.

7:53 PM - 28 Jun 2017

10,909 Retweets 15,409 Likes .ﬁg " ' ” '? .

) 183 1 11K ) 15K 4




Tim Cook is defending Apple’s
removal of VPN apps from its

Chinese app store with a familiar
refram

Source: Quartz



Security ‘training’

vuln. exploitation

social engineering



Patching

vuln. exploitation

social engineering



Rooting

vuln. exploitation

social engineering



Antivirus

vuln. exploitation

social engineering



YMMV

your mileage may vary



A third dimension
‘Scalability’



Conclusion

Lessons learned

Large botnets mostly used for ‘dumb’
things

For more ‘interesting’ attacks, it’s all
about the downloader

Zero-days do matter, but only for
some

Vulnerabilities and social engineering
both matter




martijn.grooten@virusbulletin.com

Th e e n d Twitter: @martijn_grooten

LinkedIn: martijngrooten

Questions?




